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Shadows of Stuxnet
Cyber security for Critical Infrastructures (CIs) is the backbone of the United States national securities priorities, health and economy. The Americans interacts with CIs on a daily basis either through consumption of electricity, water or other facilities. Through the computerized CIs, people’s lives change as it manages communications and transportation systems. However, once the critical infrastructures systems are infected by a malware or a virus it brings about serious issues with internet security (Lendvay, 2016). Such issues include defenselessness of industrial computers and stolen certificates to an existence of gray market of pre-written software vulnerabilities for sale. 
What is Stuxnet?
To begin with, Stuxnet is a highly-sophisticated computer worm developed by Israeli and American governments. It was used to cause havoc on Natanz, a uranium nuclear facility. Stuxnet targeted the machines computer systems that were used to enrich centrifuges, the uranium’s that instructed them to spin the machines out of control. With too much force applied, the centrifuges would break. Nevertheless, Stuxnet would instead report to the control room that everything was okay. This went on for long in the Iran’s centrifuges until they spun out of control and destroyed them, centrifuges. Needless to say, it was a brilliant sophisticated attack as it took some years before it could be recognized (Lendvay, 2016). The malicious worm had been in development at least from 2005 and only recognized in 2010, hence it took a span of about 5years causing a substantial damage in the Iran’s nuclear system.
To make Stuxnet more aggressive, Israel decided to modify its code. It was not until a couple of 5months that the security analysts started noticing a weird bug that was affecting and shutting down computers. Stuxnet was the first malware that could destroy something physically. Well, Stuxnet is a story of evolution where it was an ordinary malware but later became a cyber-weapon.  Stuxnet was the first cyber-physical attack that targeted on critical infrastructure. 
The relationship of the article to course materials/ criminal justice components
According to the NATO defense center, the cyber attack, Suntext that sabotaged Iran’s uranium enrichment was an illegal cause and an “act of force”. To define what an “act of force” is, these are acts that injure or kill people or damage or destroy objects with unambiguously uses of force and are likely to violate international law which is applicable to cyber warfare. Such acts of force under the United Nations charter are prohibited (Shackelford, 2014). However, if done in self- defense; it is arguably allowed. 
According to the Shadows of Stuxnet study, it was unanimous that the virus was an act of force. Furthermore, it was less clear if the cyber sabotage against the Iran’s nuclear program constituted an armed attack. If it would come out clear, then the Iran nation would have used counterforce in a bid of self- defense. Hereby, the Geneva Convention’s laws of war would apply in the case of an armed attack that comprises a start of international conflicts (Shackelford, 2014).
The United States did not officially acknowledge the claims that it was involved in the attacks against the Iranians critical infrastructure malwares. Their goal in setting up the computer worms was an effort to set back the Iran’s ability to produce nuclear weapons. Well, their plan succeeded in setting back Iran’s program in about 3years (Lendvay, 2016). Needless to say, there could be policies implemented in order to eliminate cyber war. Nonetheless, the countries that are more powerful in cyber are the least willing to impose on policies and rules that could affect them. Thus, the norm of getting away with anything a country, individual or organization can. 
My view point
Analyzing the article it is evident that the stuxnet virus has had damaging effects and its consequences have had a significant and lasting impact on Iran’s culture, industry and politics. Since it was composed of a complicated and a large piece of code, the computer worm was programmed to exploit vulnerability in the Microsoft Windows. The virus spread through USB sticks. Its target was the Iran’s nuclear power plants (Lendvay, 2016). It did not only affect the nuclear facility but also travelled across computers in the Asian regions before its discovery. 
However, in my view the collaboration between the Israeli and US governments controlled the Iran’s growing nuclear enrichment program. Were it not for the virus, in the next 10years the Iranian government would have programmed themselves in an indomitable manner. Since the malware disrupted the centrifuges, Suntext created issues for a number of the installed electronic parts. In return, it omitted Iran from conducting attacks to the United States government.
Despite of the damaging effects, it opened government eyes on the danger, possibility and scope of cyber war. As much as it shocked the world, it was a tactic or a new avenue of attack that could be used military wise. Hence, it is a war weapon that could secretly destroy a country’s critical infrastructure (Shackelford, 2014). Taking note that it does not require physical confrontations or boots on the ground, it is one of the best military wise tools for use in an opponent country, especially for a country that cannot compare to its expertise. Nevertheless, with the strong technology, engineering, math education and science learnt along with the indignation over the overt and covert United States and Israeli policies, the Iran’s nuclear security forces and cyber security have expanded (Shackelford, 2014).
Questions the article raises
· Who developed Stuxnet and who was behind it all along?
· Since there are other computer viruses, how is Stuxnet different from others?
· Since it is estimated that Stuxnet started thereabout 2005, how long was the cyber-war going on?
· Can we really trust the secure internet connections?
· What about the digital certificates, are they really secure?
· How does one create the malware, spread it unnoticed for quite a long duration?
· In fact, who is in this shoddy business of developing and selling malwares to penetrate internet browsers security?
· Why would a government create computer worms to destroy another countries critical infrastructure?
· How can the government ensure the critical infrastructures are not affected by computer worms in their systems?
· What is the role of the government in curbing such business to ensure they do not thrive?
· What are the future plans of exonerating internet malwares?
References
Lendvay, R. L. (2016). SHADOWS OF STUXNET: RECOMMENDATIONS FOR U.S. POLICY ON CRITICAL INFRASTRUCTURE CYBER DEFENSE DERIVED FROM THE STUXNET ATTACK (Doctoral dissertation). Retrieved from ProQuest Dissertations and Theses database.
Shackelford, S. J. (2014). Managing Cyber Attacks in International Law, Business, and Relations: In Search of Cyber Peace. Cambridge, England: Cambridge University Press.


 

 

 

 

 

 

 

 

S

hadows 

of Stuxnet

 

N

ame

 

I

nstitutiona

l affiliation

 

 

 

 

